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CYBERSECURITY PROFESSIONAL
Cyber Security and IT Expert with over 13 years in safeguarding systems, human resources, and computer networks. Proficient in Vulnerability Assessment, risk management, and incident response. Strong knowledge of industry standards and compliance (e.g., GDPR, ISO 27001). Adept at implementing Security measures and promoting Cyber Security awareness. Proven ability to collaborate with cross-functional teams to enhance the Security of the enterprise’s systems.

TECHNICAL SKILLS
Windows Client | MS Office 365| Security Frameworks| Linux commands| Windows Server| NMAP| Wireshark| Zen MAP| Remote Desktop| PRTG | NGIOS NAGVIS| Putty and Tera Term |AOMEI tools| Data Cleaning & life cycle | Burp Suite | OWASP | Strategic Planning| Virtual Machine| Data recovery tools| Nessus| MS Sentinel.

PROFESSIONAL EXPERIENCE
IT Security (Volunteer), (Hayat Foundation) 2024- Present
Demonstrated success in enhancing IT security through policy development, incident response planning, and proactive risk management
· Developed and implemented security policies to enhance data protection. 
· Established an incident response plan, improving response times to incidents. 
· Delivered cyber security training, raising awareness among staff and volunteers. 
· Conducted regular risk assessments and vulnerability scans for proactive security management.

Head of Cyber Security Vulnerability Assessment (Ministry of Communication and IT) 2021 - 2024
· Identified Security weaknesses in systems and applications, performing regular automated scans using tools like NMAP and Nessus.
· Identified and mitigated high-risk vulnerabilities that prevented potential Security breaches, saved the office from significant financial loss.
· Achieved compliance with Afghanistan’s IT regulations through effective Vulnerability assessment and remediation strategies. 
· Created an asset Management database accounting for all assets and enabling strategic decisions.

Technical Cyber Security Operation Manager (FCDO)2019 - 2021
· Developed and enforced cyber Security policies and procedures to protect assets.
· Carried out 10 regulatory compliance evaluations outside of the business leading to 50 organized crimes, 110 economic crimes, and 163 violation investigations being held.
· Developed 12 new procedures to secure data and information and resolved 17 cases of information Security violation.

Cyber Security Technical Expert, (FCDO)2016 – 2019
· Secured office network by implementing port Security throughout the entire office to prevent movement of devices, swap of client disks and block ports if connecting other devices.
· Created access for 250 thin clients reconfiguring the Security policy.
· Created 350 users in the active directory and enabled access to other services (printing, email, data analytics)

ICT and IT Specialist, (FCDO) 2013 – 2016
· Implemented and maintained network Security devices (firewalls, VPNs).
· Configured the Windows server to launch FTP, HTTP and SMTP services throughout the entire company.
· Applied V-sphere virtualization for 350 users connecting to KVMs for multi-monitoring purposes.
· Used OFC, 16 core cable to connect to public service infrastructure improving service reliability.
· Configured STP protocols in switches and BGP protocol in routers that connected to networks.
· Installed and configured microwave transmission links as backups improving the availability of servers and 4 servers swapped to new technology.

Network Engineer, Afghan wireless communication company Telecom PLC 2011 – 2013 
· Discovered network performance and reliability, quickly diagnosing and resolving issues to minimize downtime.
· Verified network traffic and performance metrics to identify bottlenecks and optimize network performance.
· Mediated relationships with vendors and service providers, ensuring effective service delivery and performance monitoring.

		
EDUCATION
Master Program of Cyber Security Expert, Simplilearn Jul/2019-02/2021
· Cyber Security introduction and Network Plus, including all equipment parts| Security + System and Organization Security| CISM, Certified Information Security Management | CISSP, Certified| Information System Security Professional | CCSP| Certified Cloud Security Professional| Network+|Kali Linux|

MSc. Bakhter University 05/2016-01/2019
Research: 
· Cloud computing forensic challenges in Afghanistan’s law enforcement agencies- conducted research to find the gaps and forensic challenges to identify a suitable solution.
· Performed Data analysis to visualize critical challenges that enforcement agencies were dealing with. 
· Submitted findings to law enforcement agencies of Afghanistan.
B. Sc. in Information and Communication Technology, Kabul University 03/2008-12/2011

CERTIFICATIONS
ITSM ITIL V3| COBIT 5| Security + | Training: CISSP| CCSP| CISM| Network+| OTP| CEH11| IT Intermediate service strategy| Academic English| Practical English| GDPR| CYSA+ |Cloud Security with cyber security| Cloud Security and Audit of AWS| Microsoft Azure and Google Cloud| Using AI in cyber security.
PUBLICATIONS
Microwave link design in wireless Networks in Persian submitted to the faculty of ICT Kabul University.
Development of a framework to prevent the use of SIM boxes in Afghanistan’s Telecom and law enforcement sectors. Published in NDS Academy Magazine of Technical Detection and Discovery in 2021.
SECURITY CHECK
Security clearance certificate, date of issue: 23/04/2025
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